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Type:  Course
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Date:  23 Nov 2024 to 31 Jan 2025  

Duration:  9 Hours
Programme Area:   Decentralize Cooperation Programme 
Website:  https://www.cifalmalaga.org
Price:  $0.00
Event Focal Point Email:  info@cifalmalaga.org
Partnership:   CIFAL Malaga, UTEL University 

BACKGROUND

Cyber Intelligence will allow us, through the use of methodology traditionally
used in police and military intelligence, to differentiate the different phases and
stages through which an input, data, or information must pass to become
intelligence that can fulfill the function of reducing uncertainty for the decision-
maker, by allowing us to detect possible threats and challenges, which can be
combated proactively by allowing us to anticipate the risks that our organization
may face in the course of its activity.

https://www.cifalmalaga.org


EVENT OBJECTIVES

Students will learn about Cyber Intelligence Threats and Challenges in
Cyberspace Proactivity as an element of anticipation in Cyberspace Open
SourceINTelligence  Open SourceINTelligence Tools Research in the DeepWeb
Social Network Analysis Cyber Terrorism Threat IntelligenceCyber

LEARNING OBJECTIVES

Students will learn about Cyber Intelligence Threats and Challenges in
Cyberspace Proactivity as an element of anticipation in Cyberspace Open
SourceINTelligence  Open SourceINTelligence Tools Research in the DeepWeb
Social Network Analysis Cyber Terrorism Threat IntelligenceCyber

CONTENT AND STRUCTURE

Nine synchronous sessions will be held, the first five bimonthly and the last four
monthly, each lasting 1 hour, on the following topics:  1.-Cyber Intelligence 2.-
Threats and Challenges in Cyberspace 3.-Proactivity as an element of anticipation
in Cyberspace 4.-Open SourceINTelligence  5.-Open SourceINTelligence Tools 6.-
Research in the DeepWeb 7.-Social Network Analysis 8.-Cyber Terrorism 9.-Threat
IntelligenceCyber

METHODOLOGY

During the course, a theoretical and practical approach will be taken to what
cybersecurity is and how to tackle it proactively, through cyberintelligence.  If the
student has attended all the sessions and has passed at least 80% of the session
evaluations (7 of the 9 sessions) with at least 50% of the questions answered
satisfactorily, the student will have access to obtain the CIFAL Malaga-UNITAR
Certificate of Completion, which certifies having successfully acquired the
contents of the course.
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